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Abstract: To address the issue of user privacy data leakage in online matchmaking systems, this paper proposes a design and implementation
method for a privacy—preserving matchmaking system based on the HarmonyOS platform and the CKKS homomorphic encryption scheme.
First, the fundamental principles and technical features of the CKKS approximate homomorphic encryption scheme are introduced. The Micro-
soft SEAL open—source library is utilized to perform data encryption, ensuring that user data remains encrypted throughout the upload and stor-
age processes. Second, a feature matching algorithm based on users’ basic attributes is designed. By computing the homomorphic similarity of
ciphertext vectors, the system achieves accurate matching and recommendation of encrypted user profiles. In terms of system architecture, the
design fully leverages the HarmonyOS Ability framework to clearly separate client—side and server—side functional modules. Experimental re-
sults demonstrate that the proposed system effectively protects user privacy while achieving a matching accuracy of up to 99.9% under cipher-
text conditions—comparable to plaintext matching. The system delivers efficient and accurate feature matching, offering strong security and
practical applicability, thereby providing a feasible solution for privacy—preserving matchmaking applications.
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Fig.1 Overall system architecture diagram
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Fig.2 Structure diagram of HarmonyOS distributed application
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